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Breach Security’s WebDefend™ Earns Top Marks From SC Magazine

Leading Web Application Security Appliance Lauded in Five-Star Review for Comprehensive
Application Layer Protection, High Performance, Ease of Use and Sterling Support

CARLSBAD, Calif., January 8, 2009 — Breach Security, Inc., the leader in web application

integrity, security and compliance, announced today that its flagship web application security

appliance, WebDefend™, earned a five-star review in the Firewalls Group Test, published in the

January 2009 issue of SC Magazine. WebDefend was recognized for many different levels of
protection, including its dynamic profiling, exit control and application defect detection features,
as well as its performance, ease of use and support packages.

Led by Justin Peltier, senior security consultant with Peltier & Associates, the
comparative review focused on “the improvements to the firewall over the last 12 years.” Each
product was tested on a five-point scale based on the following categories: features, ease of use,
performance, documentation, support, and value for the money.

According to the review, WebDefend is “a worthy product” that “protects the
organization in many ways” and offers “features on top of features.” WebDefend earned the
highest possible score for features, performance and support, and garnered top marks for ease of
use, documentation and value— securing an overall rating of five out of five stars.

“The threat landscape has evolved dramatically over the past few years with attacks now
focused on web sites and application-layer vulnerabilities. With the webification of mission-
critical business applications, an organization’s most sensitive data and customer information is
increasingly at risk,” said Mike Pierce, CEO, Breach Security, Inc. “Receiving five stars in this
month’s SC Magazine firewall group review is validation of WebDefend’s ability to prevent
known and unknown web threats, while also ensuring legitimate web site visitors have a positive
end user experience and successful web transactions.”

SC Magazine review highlights of WebDefend, include:
e Dynamic profiling—automatically “builds a profile of each application,” and “includes

web requests, protocol usage, session management and input validation.”
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e Collaboration detection engine—"is made up of a behavior analysis engine, which looks
for abnormal usage patterns and signature analysis. This uses intelligent analysis to block
known and unknown web application attacks.”

e Exit control and application defect detection—“EXxit control monitors for patterns, such as
a credit card or Social Security number, and the application defect engine protects the

organization from programming errors.”

The entire text of the WebDefend review can be seen at http://www.scmagazineus.com/Breach-
Security-WebDefend/Review/2676/

About SC Magazine

SC Magazine provides IT security professionals with in-depth and unbiased information through
timely news, comprehensive analysis, cutting-edge features, contributions from thought leaders
and the best, most extensive collection of product reviews in the business. By offering a
consolidated view of IT security through independent product tests and well-researched editorial
content that provides the contextual backdrop for how these IT security tools will address larger
demands put on businesses today, SC Magazine enables IT security pros to make the right
security decisions for their companies. The brand’s portfolio includes the SC Magazine Awards,

SC Directory, SC Magazine Newswire, and SC Magazine IT Security Executives Forums.

About Breach Security
Breach Security, Inc. is the leading provider of real-time, continuous web application security that
protects sensitive web-based information. Breach Security’s products protect web applications
from hacking attacks, data leakage, and identity theft, as well as vulnerabilities caused by
insecurely coded applications. Breach Security’s solutions also support compliance requirements
for the Payment Card Industry (PCI) Data Security Standard (DSS). The company’s WebDefend
web application firewall is ICSA Labs certified. Founded in 2004, Breach Security is
headquartered in Carlsbad, Calif. For more information, please visit www.breach.com.
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